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ITA.4.1 Website Policy
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Policy Title
Website Policy

Purpose

Tomwmwmam.mwmmmmw
mm{m.mmmmw).

Qutcome

mmmmmmmwmme—mmﬂm.
mmmm.mmmmmwm
mwmdmdwim.mmmwmm
eonﬁdermandmmmnmotnaneovammau.

mmwmwmm.mmaWMimwy.
memmmmmwammmwmmmmma
are consistently applied.

Policy Statements

K GomeagwcmsMImpmmmmm-mbﬂtcto
provide government information and e-services that are highly
available and accessible by the public including the disabled.

2. Government websites shall, minimally, be in Arabic and English.

3. Government websites and all official public digital correspondences
shall be in the .gov.om domain names.

4. Gonmmmm:mw:mnm#pubﬂcshﬂlbomd
and stored in the Sultanate of Oman. =4




. mmtwmmmtmmwsmmm
ﬂneontuntofmbmnﬂmmdummﬁdndbﬂnpuﬂkm
accurate and regularly updated.

. mmmmwmmmm

Mwmwum:mmmmmm
to the public.

.mmmm“mmmmmmmw

pmmwumudmm information.

Wewmmmmmmmm
with mopubﬁshMgoﬂnfomnﬂonmdm”Mﬂnpubﬁc
will have confidence and trust in the government.

. Government agencies Mpmvn’dooponﬂomﬂycﬁﬁwinfomﬂon

andmvicosmﬂnpubﬂcnhwhmammmnonﬂnuﬂyphnm
case of disasters.

Exemptions (If any)

iv.

Standards Compliance Requirements
i.

Gwmdagandushaﬂhvaafamalanddomwuantedmﬂarﬂappmd
pmmshrirﬂomaﬁonmdemptwidadbmcwhlic.

Government agencies shall have formal and documented quality and
management control procedures.

Gmmodwabdtusmﬂbemadeavaiabbmmmmm year, i.e. the
website can be down for a total of 8 days (or 192 hours) per calendar year.

mm;nammmmmmeTm
Reference Model (TRM) standards on service access:

a. TASA.1.1-use of HTTP
b. TA.SA.1.2 —use of HTML




V.

vi.

viii.

c. TA.SA.1.4 —use of SMTP
d. TA.SA.1.5— use of HTTPS for secured transactions

GmmmmdﬂmommmmﬁquI
Iatmehofﬂngovunmm!mblhandbafommmmawﬂodz
subsequently, the assessment should be carried out on annual basis.

Gmmmmmamwdmmmpmemw
possible legal and social non-compliance.

GovmnmmmmmlbemsﬁomdmmﬁﬁuﬁonsandmmmbyﬂA
mmmmmmmmdmwm.

Others

Best Practices
. ImWMaWWWMMWuMMH&-
cycle of information from developing, editing, reviewing, publishing,
maintaining, updating and archiving. Typically, a content management
systemisabouudtoumpoﬂﬂmme-cydedinfomaﬁonmanauemm.

° mmmmmminmmsmAm
Domain, in particular section '4.8 Best Practices’ on high availability
infrastructure, back up and the use of SAN.

Checklists
° Emnmmbmmdmmmrm’sgm
Securing Website




e 1 Cilogleall aai aln
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3 canymnamkm-mm.mmmm

m-bofu_uﬂnlamehofthmbshorhdommﬁormbﬁa
enhmnm.mmwugaﬁonormwamnomavm
for high and medium risks. Please refer to ITA's Project RISk ASS€S
template.

References
ﬁAMW@)MmﬂMmW, public website
hm&mymmm.mmmkmmm.
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Copyright Notice

The contents of this document are proprietary and copyright owned by ITA. It is
intended for governmental use; no part of this document may be reproduced,
stored in a retrieval system or transmitted in any form or by any means electronic,
mechanical, photocopying, and recording or otherwise without the prior written
permission of ITA

This guideline on Securing Website serves as a guick companion 1o the ITA Website Policy.

This document serves as a guide to government agencies that planm to deploy and
maintain a government publfic web site_

This document has 2 paris. In Part 1, web applications {sites or portal) security checklist is
developed to ensure government website is deployed and maintained efficiently and
securely. In Part 2, a number of checklists are provided to ensure Securing government
Public web server.
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Part 1 — Web Application Security checklist

This checklist defines a set of requirements for verifying the effectiveness of security controls that protect Web
applications (sites or portal). It focuses on the analysis of components that comprise the application layer of the

Open Systems interconnection Reference Model (OSI Model), rather than focusing on for example the underlying
operating system or connected networks.

This checklist has to be filled by the relevant hosting personnel.

Yes / No mmm{mwwwﬁmﬂmmwmmﬂu)
that are present in the application are identified.

Yes / No All components that are not part of the application but that the application relies on to operate are
identified.

Yes / No A high-level architecture for the application has been defined.

Yes / No Aﬂupliuummmmﬂd:ﬂmdlnmofﬁnbuﬁmhm“dlormdwmm
they provide.

Yes / No All components that are not part of the application but that the application relies on to operate are
defined in terms of the business functions and/or security functions they provide.

Authentication

Yes / No All authentication controls are enforced on the server side.

Yes / No All authentication controls (including libraries that call external authentication services) have a
centralized implementation.

Yes / No All authentication controls fail securely.

Yes / No mwdwmﬁmmmbausumdemmwmmamdcsmataretyplulofﬁ\e
threats in the deployed environment.

Yes / No All account management functions are at least as resistant to attack as the primary authentication
mechanism.

Yes / No If 2 maximum number of authentication attempts is exceeded, the account is locked for a period of
time long enough to deter brute force attacks.

Yes / No Re-authentication is required before any application-specific sensitive operations are permitted.

Yes / No All authentication decisions are logged.

Yes / No All authentication credentials for accessing services external to the application are encrypted and
stored In a protected location (not in source code).

Yes / No me«nmuwumwmnmismmwawmdiﬂmmg
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Yes / No MBBWWMMMMMMthme.
: .. ication does not support URL rewriting of session cookies.

Yes / No ] ed on lo

'f“! “0 s o i :-.;._-.:..'.......A-du

Yes / No msm nm

Yes / No Cookies which contain authenticated session tokens/ids have their domain and path set to an
appropriately restrictive value for that site.

Yes / No All code implementing or using session management controls is not affected by any malicious code.

Access Control

Yes / No Users can only access URLs for which they possess specific authorization.

Yes / No Users can only access data files for which they possess specific authorization.

Yes / No Direct object references are protected, such that only authorized objects are accessible to each user.

Yes / No Directory Is disabled unless desired.

Yes / No Ummmﬁmmﬁmldﬁfw%ﬂmwweﬂﬁcauﬁoﬂnﬁm

Yes / No The same access control rules implied by the presentation layer are enforced on the server side.

Yes / No All user and data attributes and policy information used by access controls cannot be manipulated by
end users.

Yes / No All access controls are enforced on the server side.

Input Validation Requirements

Yes / No The runtime environment is not susceptible to buffer overflows, or that security controls prevent
buffer overflows.

Yes / No A positive validation pattern Is defined and applied to all input.

Yes / No All input validation failures result in input rejection or input sanitization.

Yes / No A character set, such as UTF-8, is specified for all sources of input.

Yes / No All input validation is performed on the server side.

Yes / No Aﬂnciehputvalldaﬂmmismdbyﬂnappucaﬂonforeadnypeofdanmatlsamepted

Yes / No All input validation failures are logged.

Yes / No All input validation controls are not affected by any malicious code.

Output Encoding/Escaping Requirements

Yes / No NIWMMMWWWL(M&MWLM,HTMLam'lbutes.]avascrlptdata
values, CSS blocks, and URI attributes) are properly escaped for the applicable context.
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Yes / No All output encoding/escaping controls are implemented on the server side.
Yes / No Output enceding /escaping controls encode all characters not known to be safe for the intended
Yes / No All untrusted data that is output to SQL interpreters use parameterized interfaces, prepared statements,
or are escaped properly.
Yes / No All untrusted data that are output to XML use parameterized interfaces or are escaped properly.
Yes / No ‘Al untrusted data that are included in operating system command parameters are escaped properly.
Yes / No All untrusted data that are output to any interpreters not specifically listed above are escaped properly.
Yes / No For each type of output encoding/escaping performed by the application, there is a single security
control for that type of output for the intended destination.
Yes / No All code implementing or using output validation controls is not affected by any malicious code.

Error Handling and Logging

Yes / No The application does not output error messages or stack traces containing sensitive data that could
assist an attacker, including session id and personal information.

Yes / No All server side errors are handled on the server.

Yes / No All logging controls are implemented on the server.

Yes / No Error handling logic in security controls denies access by default.

Yes / No Security logging controls provide the ability to log both success and failure events that are identified as
security-relevant.

Yes / No All events that include untrusted data will not execute as code in the intended log viewing software.

Yes / No Security logs are protected from unauthorized access and modification.

Yes / No mmmmmm-wmmmaumtmdMammﬁ.im
user’s session ids and personal or sensitive information.

Yes / No All code implementing or using error handling and logging controls is not affected by any malicious code.

Guidelines on Securing websites 6




Table P1.0 - Threat Matrix

M!w

High Impact

L d

Unauthorized Access
© In this category an individual gains logical or physical access
mmw-mmmm,
application, data, or other resource

=  Examples: Known  Vulnerability, Insufficient

Authentication, Backdoor, Rootkit, Brute Force
Denial of Service (DoS)
© An attack that successfully prevents or impairs the normal
MMﬂmmmmmw
applications by exhausting resources.

* Examples: Abuse of Functionality, Improper website
coding, High Traffic load, improper web traffic
management, known DOS exploits, Bot-net Attack

Malicious Code
© Successful installation of malicious software or other code-
based malicious entity that infects an operating system or web
application.

* Example: Trojan, Cross Site Request Forgery, Cross Site
Scripting (XSS), Hidden Parameter Manipulation, Local
File Inclusion (LFI),Malvertising, Malware,
Misconfiguration, Sql Injection, Virus infection, Zombie
infection,

Medium Severity

Low Impact

*  Scans/Probes/Attempted Access
© This category includes any activity that seeks to access or
identify a government computer, open ports, protocols,
service, or any combination for later exploit. This activity does
not directly result in a compromise or denial of service.
=) mmmﬂpmmmwm

Low Impact

* Information Gathering
© Indirect information gathering from 3™ party website (e.g.
hexillion.net, whois websites) or through allow known services
(https, http, Pop,SMTP)
* Example: banner identification, 3™ party information
gathering via domain registrar web site, Social
engineering
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Part 2 - Securing Public Web server Checklist
Planning and Management of Web servers

Summary - The most critical aspect of deploying a secure Web server is careful planning prior to installation,
configuration, and deployment. Careful planning will ensure that the Web server is as secure as possible and in
compliance with all relevant organizational/government policies, process and procedures.

Many Web server security and performance problems can be traced to a lack of planning or management controls.

The importance of management controls cannot be overstated. In many organizations, the IT support structure is

highly fragmented. This fragmentation leads to inconsistencies, and these inconsistencies can lead to security
vulnerabilities and other issues.

The checkiist below gives a list of factors that needs to be considered when planning and managing of Web Servers.

This checklist has to be filled by the relevant hosting personnel.

Yes / No MWNNM

Yes / No MM&MMMMMM:MmM&d&M
the Web server

Yes / No dentify security requirements of informtion.

Yes / No Identify how information is published to the Web server

Yes / No Identify the security requirements of other hosts involved (e.g., backend database or Web
service)

Yes /No Identify a dedicated host to run the Web server

Yes / No Identify network services that will be provided or supported by the Web server

Yes / No Identify the security requirements of any additional services provided or supported by the
Web server

Yes / No Iéulﬂtvhwﬂuw:bsmwﬂ be man

Yes /No Identify users and categories of users of the Web server and determine privilege for each
category of user

Yes / No Identify user authentication methods for the Web server and how authentication data will
be protected

Yes / No Identify how access to information resources will be enforced

Yes / No Identify appropriate physical security mechanisms

Yes / No Identify appropriate availabllity mechanisms

Choose Appropriate OS for Web Server

Yes / No Minimal exposure to vulnerabilities

Yes / No Ability to restrict administrative or root level activities to authorized users only

Yes / No Ability to control access to data on the server.

Guidelines on Securing websites 8




# Slogleall auiaj dlia :

e.oman Sultanate of Oman

Yes / No Ability to disable unnecessary network services (please provide few examples)that may be
built into the OS or server software

Yes / No Ability to control access to various forms of executable programs, such as CGl scripts and

Yes / No ' of

m%umrmwmwm

wced sta nmgmmmmnos

Web server appliance Pre-hardened OS and Web server
Virtualized platform

Securing the operating system for a Web server

Summary - Protecting a Web server from compromise involves hardening the underlying OS, the Web server
application, and the network to prevent malicious entities from directly attacking the Web server. The first step in
securing a Web server, hardening the underlying OS, is discussed at length in Part 2.

mmbtlwdmaIhtoffstwsﬂutneedtobemmldmd,nﬁmmrhgtheowaﬂmsvsmfwa
Web Server.

| Yes/No Create, document, and implement 2 patching process

Yes/No mmmmwﬁunmhwmmmmmmat
severely restricts communications until all patches have been installed and tested and

Yes/No Identify and install all necessary patches and upgrades to the OS

Yes/No Identify and install all necessary patches and upgrades to applications and services
included with the OS5

Yes/No identify and mitigate any unpatched vulnerabilities

Remove or Disable Unnecessary Services and Applications

Yes/No | Disable or remove unnecessary services and applications

Configure OS User Authentication
Remove or disable unneeded default accounts and groups

Yes/No Disable non-interactive accounts

Yes/No Create the user groups for the particular computer

Yes/No Create the user accounts for the particular computer

Yes/No Check the organization’s password policy and set account passwords appropriately (e.g.,
length, complexity)

Guidelines on Securing websites 9
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lemmtmhmthewmm deny login after

mmmmmmmmmm host-based
intrusion detection and prevention software, host-based firewalls, and patch
| Yes/No

_Identify a W
Yes/No Test OS after initial install to determine vulnerabilities
Yes/No mmwmmmwmm
Securely installing and configuring a Web server

Summary - Once the OS has been installed and secured, installing the chosen Web server software can begin.
Before starting this process, read the Web server manufacturer's documentation carefuily and understand the
various options available during the installation process. Also, be sure to visit the manufacturer’s Web site or a
vuinerability database Web site, such as the National Vulnerability Database (NVD, CVE), SecurityFocus.com, Oman
Wmmmmmmmmwmm and related patches
available that should be installed or configured as part of the setup process. Only after these preliminary steps are
accomplished should the installation be started. Note that this discusses only generic installation and configuration
procedures; specific directions for particular Web servers are available from Web server manufacturers and from
security checklist repositories.

A partially configured and/or patched server should not be exposed to external networks (e.g., the Internet) or
external users. In addition, internal network access should be as limited as possible until all software is installed,
patched, and configured securely. insecure Web servers can be compromised in a matter of minutes after being
placed on the Internet. While it is ideal to fully harden the platform before placing it on the network, it is not
always feasible. For example, some application development tool combinations cannot be installed, configured,
and tested on top of a pre-hardened OS and Web server configuration. In such situations, stepwise or incremental
hardening is a viable option to consider, with full validation of complete hardening occurring at production
deployment.

The Checklist below gives 2 list of factors that need to be considered, when securely installing and configuring a
Web Server.

Securely Install the Web Server

Yes/No Instail the Web server software on a dedicated host or a dedicated virtualized guest OS

Guidelines on Securing websites 10
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Yes/No - to correct for known vulnerabilities
w—— m;mma&wwm{mmmmwww
Yi for web
Remove or d ﬁmmnmmmmhnmmm
Yes/No mm
Remove or mmmmmwwmwwm
Yes/No instailation
Configure th b strictly limited set of privilege:
Configure t 'msodmwgbwmﬂuanbcmnbutmtwrmmhy
Yes/No service
mmm:qwmﬂmmhmunmmwmmmﬁm
Yes/No public Web content is stored
Configure the Web server so that only processes authorized for Web server
Yes/No administration can write Web content files
Yes/No the host OS so that the Web server can write log files but not read them
mnﬂmuﬂhhmosumtwnmyﬁumwmw«bmapﬂmﬂmm
Yes/No restricted to a specified and appropriately prote: subdire
Conﬁgnﬂnheumwﬂmmwmmﬂmmwmew.bm
Yes/No application is limited to the service that created the files
Install Web contenton a mmwmmmmmmmh
Yes/No server
If uploads are allowed to the Web server, configure it so that a limit is placed on the
mmtdhﬂum”mﬂ:akduﬂumwrﬁﬂsmuﬂoadsshmﬁhphmd
Yes/No on a separate
mmmummmmmnsmedawquﬂmmu
Yes/No placed on a separate partition
Configure the maximum number of Web server processes and/or network connections
Yes/No that the Web server should allow
Yes/No Emumﬂluawmwmfnﬂwtﬂscheddkt
Yes/No Ensure users and administrators are able to change passwords |
Yes/No Disable users after a specified period of inactivity
Yes/No Ensure each user and administrator has a unique 1D
Configure a Secure Web Content Directory
Dedicate a single hard drive or logical partition for Web content and establish related
subdirectories exclusively for Web server content files, including graphics but excluding
Yes/No scripts and other programs

Guidelines on Securing websites
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Yes/No of Web server content {e.g., CGI, ASP)
MhmdMMmmmmhmd
MMm.Mhmwmmmmmm

Yes/No

) the use of Or sym (e.g., shortcuts for Windows)
Define a complete ) content access matrix. Identify which folders and files within the
mmmm»mwmmumm{mw
Yes/No whom)

YeNo | tength, compleity
[ Yes/No | use the robots.xt e, i approprite

Yes/No

Securing Web Content

Yes/No Classified records
Yes/No Internal personnel rules and procedures
Yes/No Sensitive or proprietary information
Yes/No Personal information about an organization’s personnel
Telephone numbers, e-mail addresses, or general listings of staff unless necessary to
Yes/No fulfill organizational requirements

Sdmdulosofomhﬁaﬂwulpﬂnﬁmbwthdrmloaﬂon(wheﬂuronoroﬂthe
Yes/No premises)
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Information on the compesition, preparation, or optimal use of hazardous materials or
| ves/No toxins

m%mm_ﬂ
Provides guidance on the information contained within the source code of the Web
Yes/No content

Maintain Web user privacy
Yes/No Maintain a published privacy policy
Prohibit the collection of personally identifying data without the explicit permission of
Yes/No the user and collect only the data that is absolutely needed
Yes/No Prohibit the use of “persistent” cookies
Yes/No Use the session cookie only if it is clearly identified in published privacy policy
Mitigate indirect attacks on content

Ensure users of the site are aware of the dangers of phishing and pharming attacks and
Yes/No how to avoid them

Validate official communication by personalizing emails and providing unique identifying
| Yes/No (but not confidential) information only the organization and user shouid know

Yes/No _Use digital signatures on e-mail if appropriate

Guidelines on Securing websites 13
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Explicit path names should be used (i.e., does not rely on path variable)

No directories have both write and execute permissions

All executable files are placed in a dedicated folders

SSls are disabled or the execute function is disabled

All user input is validated

Web content generation code should be scanned or audited

Dynamically created pages o not creste dangerous metacharacters

Character set encoding should be explicitly set in each page

T ’5%‘%5 %B%E’%E 11

User data $hould be scanned to ensure it contains only expected input, (e.g., 3-2, A-Z, O-
_9); care should be taken with special characters or HTML tags

Yes/No Cookies should be examined for any special characters

Yes/No Encryption mechanism is used to encrypt passwords entered through scripts forms
For Web applications that are restricted by username and password, none of the Web
pages in the application should be accessible without executing the appropriate login

Yes/No process

Guidelines on Securing websites
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‘_ﬁ All ssmple scripts are removed
Y mmmmm“mmwﬂemm

m—mmmwmmmWadeMWmd
Mmmm-wmmm.MdMmem

w.hmm”mmmmmew.mwmuaMewMeﬂm
smkh'unhmdwwmwsmmmhyamﬁ&umﬁn

Emwﬂonmbemdmpmhbnuﬁmhvmﬂﬂnmweﬂmb&maw&mwemanda
MWW.mmmmmmmeMMemmMmm
m,mmdmmmmumMmummmmmmmum
W.MMMMMMMM&M information.

mmmm:mammmmum,mummmmm
Technologies.

mmmmmmmwmmmmsmul,m
Yes/No defined audience, configure address-based authentication

mmmmmmmmmwmmmmau.m
Yes/No Mmdammmmm authentication as a second line of defense

mewmﬂmmmmmmhrmchmembmdnﬂydaﬁned
Yes/No audience, configure basic or digest authentication (better)

For Web resources that require protection from malicious bots, configure basic or digest
Yes/No mmtm}mwmnwmmms.u

For organizations required to comply with FIPS 140-2, ensure the SSL/TLS implementation is
Yes/No FIPS-validated

Yes/No For Web resources that require maximum protection, configure SSL/TLS

| Configure SSL/TLS
Yes/No Ensure the SSL/TLS implementation is fully patched
m:mmmmmm“mm(malmmm

server are organization-managed, in which case a self-signed certificate could potentially be
Yes/No used instead)
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Yes/No require username and password via SSL/TLS

mem&nmmawmammmn,mﬁmmmw
Yes/No require client certificates via SSL/TLS

mmmmnm{mmummwmﬁmw

Yes/No Configure file integrity checker to monitor Web server certificate

HuﬂvMSbhhemadhﬂuWabm,mmmwmmommnm
| Yes/No is disabled

Yes/No Use strong authentication if possible

Yes/No Use a delay after failed login attempts

Yes/No Lock out an account after 2 set number of failed login attempts
Yes/No Enforce a password policy

| Yes/No Blacklist IP addresses or domains known to attempt brute force attacks
Yes/No Use log monitoring software to detect brute force attacks

Implementing a Secure Network Infrastructure

Summw-menawkinmmmatsum the Web server plays a critical role in the security of the Web
mer.lnmtmnﬂwmhnuminﬁuwmbﬂnﬂmnmofdﬁmmmmmawa
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Web server is protected by a firewall; if it faces a higher threat or is more vulnerable, it is
protected by an application layer firewall

Firewall controls all traffic between the Internet and the Web server

Firewall blocks all inbound traffic to the Web server except TCP ports 80 (HTTP) and/or 443
(HTTPS), if required

Firewall blocks (in conjunction with the IDS) IP addresses or subnets that the IDPS reports are
attacking the organizational network

Firewall notifies the network or Web server administrator of suspicious activity through an
oot :

Firewall is configured to protect against Dos attacks

Firewall detects malformed or known attack URL requests

Firewall and firewall OS are patched to latest or most secure level

......

WU

i used for Web servers that operse primarly using SSL/TLS

| Yes/No 1DPS is configured to monitor network traffic to and from the Web server after firewall
IDPS is configured to monitor changes to critical files on Web server (host-based IDPS or file
| Yes/No Integrity checker)
1DPS blocks (in conjunction with the firewall) IP addresses or subnets that are attacking the
Yes/No organizational network
IDPS notifies the IDPS administrators or Web server administrator of attacks through
| Yes/No | appropriate means
_Yes/No IDPS is configured to maximize detection with an acceptable level of false positives
Yes/No IDPS is configured to log events
Yes/No IDPS is updated with new attack signatures frequently (e.g., on a daily basis)
Host-based IDPS is configured to monitor the system resources available in the Web server
Yes/No host
Assess Network Switches
Yes/No Switches are used to protect against network eavesdropping
Switches are configured in high-security mode to defeat ARP spoofing and ARP poisoning
Yes/No attacks
Yes/No Switches are configured to send all traffic on network segment to network-based IDPS
Evaluate Load Balancers
Yes/No Load balancers are used to increase Web server availability

Yes/No

Load balancers are augmented by Web caches if applicable

Guidelines on Securing websites
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m:hmubehdudedlnanappmpnammbmm management process as already mentioned in comments
wm.kehrmwmm.snheve.

| Perform

Yes /No _ Transferlog

Yes / No smmmg«gzgatmmigmuWWe

Yes / No as part of a single physical Web server

Yes / No weﬂnmmulﬁmﬂtyasspeﬂﬂedinmuls
Yes / No Store logs on a separate (syslog) host

Yes / No mmmuwﬂcwunmhrme&_
Yes / No mmmmmmnm requirements
Yes / No Review logs daily

Yes / No Review weekly (for more term trends)

Yes / No Use automated log file analysis tool(s)

Perform Web Server
Yes / No lm:wwwmbukupponcy
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Yes / No

Yes/No

Yes/No

Yes / No

Yes / No

Yes / No

Recover From A

Yes / No
mmmmmmmmuwmmaama
|w-mmumummmmmmm

| Yas/ No systems
Mummmmmmwmwm

Yes /No expeditiously

| Yes /No Analyze the intrusion

Yes /No Restore the system

Yes / No Test system 1o ensure security

Yes / No Reconnect system to network
M-MWMMMMMMBWMNMM

Yes / No system or network again

| Yes /No Do lessons learned

| Security Tests

Test via Oman National CERT

Yes / No wmmmmwmmm:

Yes /No Mitigate Security Assessment findings by Oman National CERT

In-House Security Test
Periodically conduct vuinerability scans on Web server, dynamically generated content,

Yes / No and supporting network

Yes / No Updauvulm%mnerpﬂwtotuﬂ

Yes / No Cmmanydcﬁm.idmﬁﬂedbvﬂn“ﬂualhﬂt\fm
mmmmmwasmmmewmmngm

Yes / No infrastructure

Yes / No Cm‘mctdmwww”nmthnl%

Conduct Remote Administration and Content Updates
Use a strong authentication mechanism (e.g., public/private key pair, two-factor

Yes / No authentication)
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o not allow remote administration from the Internet unless mechanisms such as

Guidelines on Securing websites

End of Document

20



